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Service Target | MO, Staff GS, AGS, SMO, AO
Access Level 1 1,2
Login Yes Yes
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3.

Tender No.: GBHKT_2223/01

Level 3 ® FHEBER (B 2.7.2 AE)
Level 4 o FEitdtEmEEE
Level 5 ® A~ BT MRS B &R
o HEHEFTAEEER kIETER
® [EHFTEWME
Service Public Member | Member | Staff, AO GS, AGS,
Target IEPN A SMO, MO
HA
Access Level 1 1,2 1,2,3 1,2,3,5 1,2,3,4,
5
Login No Yes Yes Yes Yes

A HEH 240 Website Management System

3.1

B H Main Page

a.

Graphic & Layout Design for Homepage elements / Modules, including

but not limited to:

Homepage elements / Modules, including but not limited to:

Navigation

Banners

Multiple language selection (Transitional Chinese / English)

GBHK Information (e.g. Contact us / About GBHK / Join us / Support
us)

Award Information

Activities / Courses Information

Guidelines & Subsidies

Latest New

Members Login

Program Calendar

Forms Download

Ability to embed plug-in / Module (e.g. social media / Facebook /

Instagram)

11
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3.2

3.3

3.4

Tender No.: GBHKT_2223/01

c. Responsive Website
Allow on-going update and maintenance for the latest browsers and OS.
d. Optional: Web Accessibility design.
e. User-friendly interface and easy-to-use Modules.
Member Login and Update Section

There are 5 types of clients

Service Public Member | Member | Staff, AO | GS, AGS,
Target {EPN A SMO, MO
"A
Access Level 1 1,2 1,2,3 1,2,3,5 1,2,3,4,
5
Login No Yes Yes Yes Yes

a. The System shall provide at least 3 fields for members to login and an
authentication method to identify the member’s login into the System.
® Email address or Member’s No.
®  Password (B {756 H LS R 5 T8
® CAPTCHA

b. The System shall generate a temporary password in case of invalid
login.

c. Alllogin records must be saved in the System for audit purposes or

report usage.
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3.5

3.4.4

Tender No.: GBHKT_2223/01

HFTIFEEREDIEE - (A1 2.7.2 AE)

Technical Requirement

3.5.1

3.5.2

353

3.5.4

3.55

3.5.6

3.5.7

3.5.8

3.5.9

3.5.10

3.5.11

3.5.12

3.5.13

Service provider should provide membership data migration
services from the old membership system to the new system.
Development Requirements

® The System shall be in cloud based environment.

The System development tools shall be proposed by the Service
Provider and listed on the quotation.

Housekeeping method/procedure shall be provided in the System
for the staff to retrieve history data if in need.

® Archiving of useless data.

® By masking sensitive/personal data instead of deleting it.

Audit Trail

® Logevery changes by who, when and what changes have made.
At the database level, the System shall provide data encryption to
protect sensitive data.

Bulk Creation/Editing

® Create or edit user information by uploading excel/CSV files.
The Website shall support the browser versions including but not
limited to: IE 10 or above, Firefox, Chrome, Microsoft Edge and
Apple Safari.

The Website shall include security protection methods including but
not limited to: SSL, HTTPS and data encryption; that comply with
“OWASP Top 10 Vulnerabilities”.

The System shall not allow member login more than once at the
same time.

Service provider shall provide the hosting environment for testing
and production of the site.

The Website shall be deployed to the testing environment for testing
purposes before its deployment to the live environment for live
usage.

The source code of the whole project shall be opened to GBHK; and

GBHK reserves the right to change the code for the same project in
13
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3.6

3.5.14

Tender No.: GBHKT_2223/01

the future.
The ownership and intellectual property rights of all the content and

data shall be vested in and belong to GBHK.

Service Provider Services Requirements

3.6.1

3.6.2

3.6.3

3.6.4

3.6.5

3.6.6

3.6.7

3.6.8

3.6.9

3.6.10

3.6.11

3.6.12

3.6.13

3.6.14

3.6.15

For the Website design, the Service Provider shall provide at least
three Ul/UX layout design templates for GBHK to choose.

The Service Provider shall perform project management,
development, testing and debugging.

In the project implementation stage, the Service Provider shall
provide on-site staff.

The Service Provider shall assist GBHK to apply for all necessary
licenses (if applicable).

The Service Provider shall perform self-security risk assessment
prior to major enhancements and changes associated with the
Website and related Modules.

The Service Provider shall provide hardening for all servers to ensure
security level, provide OS upgrade in case of server version no longer
support by software vendor.

The Service Provider shall provide software maintenance (e.g. bug
fixing) and technical support.

Before deployment, the Service Provider shall perform User
Acceptance Test including but not limited to the following:

UAT quality assurance plan

UAT monitor tools to keep track of the UAT status (e.g. Mantis Log)
UAT test cases

The Service Provider shall provide the evidence (e.g. screen capture)
to prove the result of any and all bug fixes before they are passed to
GBHK to test.

The Service Provider shall complete the Website deployment in the
testing and production environment.

The Service Provider shall provide user training before the System's
official launch.

Before the formal rollout of the modules for Phase 2 to 5, the Service
14
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3.7

3.8

3.9

3.10

Provider shall, at its own cost, engage a third party to conduct an
independent assessment and audit of the system for each phase and
make recommendations for safeguarding the security of the system
and the data captured and any actions required to plug any loophole
that put the system or data at risk for authorized access or changes.
Prior agreement from GBHK is required before the appointment of
the third party for the security check and audit.

The System shall support site traffic measurement and analysis compatible

with Google Analytics or other similar tools.

Maintenance Services

The maintenance services shall include but not be limited to the following:

3.8.1 Response to enquiries related to the use of the functions and
programs.

3.8.2 Repair of the Website against any failure, security issues including
but not limited to bug fixing, within SLA or another period as agreed,
upon the request by GBHK.

3.8.3 Other maintenance tasks that are deemed necessary for smooth
operation of the System as proposed by GBHK.

The Service Provider shall provide ad hoc services in maintenance activities
(e.g. agreed enhancements) on special occasions requested by GBHK. The
amount of payment chargeable shall be calculated based on the actual man-
days spent and the rates specified in the contract in relation to the delivery
of the required services.

Data Volume Estimation

Number of members in the System

® Around of 3,000 members in 2022

Number of activities / courses

® Around 100 activities / course per annual

END

15



